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Abstract: Based on Hoare logic and ANSI/ISO C Specification Language(ACSL) specification, this A YAEE A=

paper presents a formal verification system for cryptographic software, which is composed of program b A
specification, inference rules, reliability strategy and verification module. It takes the software
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realization of RC4 algorithm in OpenSSL as an example, the functional correctness, safety properties b S
and information flow security are tested and verified. Results show that this system can reduce the (3
complexity of formal verification method and has a high level of automation. b 3 4
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