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Analysis and improvement of |D-based authenticated key agreement
protocols

HOU Meng-bo, XU Qiu-liang

School of Computer Science and Technology, Shandong University, Jinan 250101, China

Abstract

The security attributes of three provable secure |D-based authenticated key agreement protocols are analyzed, and an
enhanced |D-based authenticated key agreement protocol is presented based on the previous work.The new scheme
achieves most of the known security attributes, such as known-key secrecy, key-compromise impersonation resilience,
unknown key-share resilience; no-key control and message independence, especially the PK G-forward secrecy and
known session-specific temporary information secrecy attributes, meanwhile keeping with the nice efficiency.
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