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一种防窃听的随机网络编码 

周业军;李晖;马建峰 

(西安电子科技大学 计算机网络与信息安全教育部重点实验室，陕西 西安  710071) 

摘要： 

针对应用随机网络编码进行文件传输时的安全问题，提出了一种防窃听的网络编码算法．应用该算法，窃听者得不

到关于信源的任何有意义的信息，称之为弱安全．该算法通过舍弃少量带宽使得随机网络编码能以很高的概率达到

弱安全性的要求．另外，当信源和信宿共享有秘密信道时，秘密信道编码算法达到弱安全性要求的概率为1，且能

达到网络的最大流．该编码算法仅是在原随机编码体制的基础上对信源和信宿进行了改变，中间节点编码保持不

变． 
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Random network coding against the eavesdropping adversaries

(Ministry of Education Key Lab. of Computer Network and Information Security, Xidian Univ., 
Xi'an  710071， China) 

(Ministry of Education Key Lab. of Computer Network and Information Security, Xidian Univ., Xi'an  
710071， China) 

Abstract: 

An algorithm against eavesdropping adversaries is presented. By means of this algorithm an 
eavesdropper is unable to get any meaningful information about the source, which we call practical 
security. We show that if we give up a small amount of overall capacity, then a random code achieves 
the practically secure condition at a much higher probability. When there is a low rate secret channel 
between the source and destination, the shared secret algorithm not only achieves the max-flow but also 
the practically secure condition at a probability of one. Furthermore, implementing the algorithm involves 
only a slight modification of the source and destination with the operations at the intermediate nodes 
remaining unchanged.
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