WU T AR R ] 2008 44 (4): 46-49  1SSN: 1002-8331 CN: 11-2127/TP

ARG
T 0 1R I 253 U i) 4 S A

R, £ 2 B B A5

LBRpUIINGER s ENURN 2 ABE, P4 710062

2. Bk PR A RS RAC B S (5 B L Wy, v 710062

e 1355 2007-8-7 g [a] [ 49 2007-11-14 o 24 Jyg ke A1 H ) 2008-1-21 52 |1 44

T ERBACKIRUIERE I, i 7 —Fhopr 3k T (o I 2 5 [ RS (ST-RBAC) o ST-RBACXIRBACH 1]
PR, VR, M EAEEREHT T L, A2 R @ k. SRBACAHEL, B AE AN I (T 5
I R () I O R B M ST R K I R 2R AE T SEAIAAE RE ) R BRI sl vk S ST, 1%
BT LA 3 o

KB VIERL B M6 TGV
K

Spatio-temporal role-based access control model
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A novel spatio-temporal access control model (ST-RBAC) isproposed based on the role-based access control model.In
ST-RBAC, user, object, permission and role are all spatio-temporal sensitive.Spatio-temporal constraints are
implemented implicitly according to the spatio-temporal relationship between model entities without the expansion of the
rule base. This model may be useful in mobile computing and emerging pervasive/ubiquitous computing where the capability
of computation and storage are limited.
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