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Adjoining trust based routing security assessment

ZHANG Hong-bin®'2, YANG Chao', MA Jian-feng?
1.Key Laboratory of Computer Networks and Information Security, Ministry of Education, Xidian

University, Xi‘an 710071,China; 2.Institute of Information Science & Engineering, Hebei University

of Science and Technology, Shijiazhuang 050054, China

Abstract To solve the problem of routing attacks, the concept of adjoining trust is presented. The

adjoining trust is used to effectively inhibit deceptions from middle nodes when transferring
routing information. An adjoining trust assessment model is also constructed based on this

concept. A mathematical description of this model and a mobile agent based implementation are
given. Using this model, a greed algorithm is designed to quantitatively assess the security of the

MANET and to sense attacks at the same time. Compared with other algorithms, the greed

algorithm has the advantage of high sensitivity to routing attacks. Simulation results show that

the proposed assessment scheme can not only detect the attacks by illegal outsiders but also
sense the attacks by legal authorized insiders. Therefore, the proposed assessment scheme
effectively improves the security of the MANET system.
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