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Nowadays, botnet is still akind of severe threat on the Internet. It wastes lots of time for traditional passive monitoring approaches to collect enough evidence, to detect and react. Only after real
malicious activities occur can we find the existence of botnet. An active probing approach was proposed based on botnet controller’ s communication protocol fingerprint. Botnet samples including
client and server were analyzed and the command and control protocol of the botnet were collected. The communication protocol fingerprint was also extracted from controller’ s response message and
the host on the Internet was scanned with the communication protocol fingerprint. Active Spear active probing system was designed and implemented based on the approach. The system employs
distributed architecture and | P used in the scanning is dynamic. The system supports to scan many botnets owning different types of protocols as their command and control protocols. The functional
verification in the testing environment proves the effectiveness of the approach and the evaluation to scanning efficiency in the real network environment shows the ability that the system can finish task
of scanning alarge scale of IP section in an acceptable time.
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