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The permissions requested by Android applications reflect the behavior sequence of the application. While a generation of malicious behavior usually requires the cooperation of multiple
permissions, so mining the association between permissions can effectively detect unknown malicious applications. Most researchers concerned the statistical properties of a single permission, and there
was little researchers studying the statistical properties of the association between permissions. In order to detect unknown Android mawares, an Android maware detection method based on
permission sequential pattern mining algorithm was proposed. The proposed method design a permission sequential pattern mining algorithm PApriori to dig out permissions association. PApriori
agorithm could discover permission sequential pattern from 49 malware families and build the permissions association dataset to detect malware. The experiment results prove that it performs better
than other related work in efficiency and accuracy.

BHEAL BEIRFEIE FEPDFRE R

KM

WAL CRARERD
Hadtk: AL & O R LS W ORI 8) Hii: 010-81055478, 81055479
81055480, 81055482 i T-|fiif1:: Xuebao@ptpress.com.cn
BORSHE: AentE s R A R A




