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Abstract: This paper analyzes the problems of the password guessing dictionary attacks and message

replay attacks in current Kerberos protocol. An improved single sign-on protocol is proposed. The AR CANEF A iz

prevention of password guessing dictionary attacks is achieved by adding a random number and b A2
employing a dynamic key in authentication messages. The resistance of replay attacks is realized by

marking the message between a client and its corresponding server with a unique serial number. b R
Experimental results show that the improved protocol is valid. kRN

PubMed

F Article by Shao, X. Q.
Keywords: single sign-on Kerberos protocol dictionary attack replay attack F Article by Chen, J. B.

F Article by Gu, X.
WFE H 3 2011-07-01 BRI HH MR &4 H A 2011-12-20

DOI: 10.3969/j.issn.1000-3428.2011.24.036
HEWEA:

VLIRS B AR B FE 4 % B I H (08KIB520009); YLIME BN E HEARTIGY “+— 117 B 7 T 8 4 % )
i H (2010-R- 16939, 2010-R-16884)

HARIEH
fE& WA B2 (978—), W, SEEGUE, TR 7. Mggedy;  BRESE, 20 WA, mlEER
1 A AE #H E-mail: hnsyk@163.com

225 3K -
[1] Bellovin S, Merritt M. Limitations of the Kerberos Authentication System[J].Computer
Communications Review.1990, 20(5):119-ere=""

[2] Marin-Lopez R, Pereniguez-Garcia F, Ohba Y, et al. A Kerberized Architecture for Fast Re-

authentication in Heterogeneous Wireless Networks[J].Moblile Networks &



Applications.2010, 15(3):392-412 cres™*

[3] sk/har, B2, FETIGEMIWeb B i G s AL B [0]. 5P T /. 2010, 36(13):146-148 %

[4] Dif?e W, Hellman M E. New Directions in Cryptography[J].IEEE Trans. on Information
Theory.1976, 22(6):644-654 cros™"

[6] Neuman C, Yu T, Hartman S, et al. The Kerberos Network Authen- tication Service(V5)
[EB/OL]. (2005-07-01). http://www.ietf.org/ rfc/rfc4120.

AT R A E

1. EUE, EEARIET DA =I5 N EB AL # ML [I]. vHEHL TR, 2012,38(2): 146-147

2. AT, A S SGEEE T A T RES A TP [I]. VHEHL LR, 2011,37(3): 132-133,136

3. HREUEH, KLU, SRk, M. FhBiE BT I We b IR S IAE B I]. VAL TRE, 2011,37(21): 91-93

4. IRBKAR, GGG, RS R A R SR R LA FEP TR I AL RE, 2011,37(17): 122-

123,142

5. JANE ;2 2 T TR0 46 F s o 1) 5 AT O B s sk ] VHSEHLTAE, 2010,36(3): 148-151

6. FMRZEL, iR, MUEICUE TS Y B O B K erberos SR [I]. V1 EHL TR, 2010,36(20): 150-

152

7. SR/AML, AR SR TUAIEPMUWe b B 0SS O [J]. THEHLCRE, 2010,36(13): 146-148

8. GxfTifl; 4= P A T-CASHERFIN & rU A I iR vk 5 2 [3]. THARHL LR, 2010,36(1): 51-54

9. WRER; 5T LTI S I Kerberos GdE Ui [I]. THEHL LFE, 2009,35(18): 159-160

10. ORWI I 28 W0 W AKEV2 FRSL ) 3 4 S5 00dE 3] v 5EPL LR, 2009,35(15): 126-128

XEFIR

Ji’ifﬁl

It WIS 45 b 1k |

ég | Loeng | 8412

Copyright by 5 HL TR



