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Abstract: In order to overcome the shortcomings that packets filtering firewall on host only provides
single-level and static network security protection, a firewall filtering rules dynamical generation P ERRG
scheme is designed. Attacks behavior information from network layer packets and application - —
processes are detected by using expert knowledge and corresponding filtering rules are generated by ARSI AR I
using expert system reasoning. Experimental results based on Windows system demonstrate that the bR ER A
scheme can detect various attacks, and generates corresponding rules in time. F R T

PubMed

Keywords: firewall CLIPS reasoner filtering rule rule dynamic generation expert system F Article by Diao, T. H.
F Article by Zhou, M. Q.

Wods H# 2011-05-20 R H# M4 & A H# 2012-01-20
DOI: 10.3969/j.issn.1000-3428.2012.02.043
FHETH :

TR B AR PR AR E A S0 = ORI S R B I H “ 3 T windows 1) BEAL B Ik b7 kB
R AEA

fE& A BEKtR(958—), W, #ud%. WL, FWrm: MESELTE, MARRS: M, BLE
3B N E #F E-mail: zhouwanshengg@163.com

% SCHR -

[1] & —#1, 4E. B TS AR KB B 3G RAR A S s [3]. v EHL T 2. 2009, 35(10):109-111 %
[2] Rash M. LinuxBijki[M]. Br 4g, 2. dbnt: ARMEH H A, 2009.

[8] RMENE, AKMEVK. Windows i ki 55 M 2 BBk R [M]. bt iy Tk i, 2002.

[9] H Wit AT KA & [EB/OL]. (2006-06-25). http://www.



yesky.com/SoftChannel/2355578868924416/2001129/207532.

2 F) I RS FE

1. A, Mo, skl k&, e, Tt FGISEESHA BM/ESSMI RL[J]. 5N TR, 2012,38
(01): 291-292,# —

2. AR, Aoy, sk EE TR X RGNS A RGP 2 T[], THEHL LR, 2011,37(21): 273-
275,278

3. RERE, WE AT EXRRMNZ ORI R RS]. HEPL LR, 2011,37(19): 233-
235,238

4. WROPHEFCAE R 5Kk . POADES AR M &[] TP LR, 2010,36(4): 28-29

5. SRARTE R BT GISI TR L X R gt [I]. tHAEHLLRE, 2010,36(4): 177-179

6. Bk, M, X% E JETLE-Trie B K s A I HA[I]. 7HEHL TR, 2010,36(22): 134-136

7. A, WA, BRI T AL B SR AT I B M S 0], THSEMLCRE, 2010,36(13): 134-136
8. g, W, TR I T-Ontology M& X AGWI5E[I]. WAEHL TR, 2010,36(13): 167-169,172

9. B Lok ;T RHOM B T ARMAR BEZS R A B K e vk 5 52 []. vHEPL LR, 2009,35(6): 197-199

10. 3K W BRVE TG AL 22 Rt L T K58 M IPSec VPNIFFST 552 IR[I]. v EHL T, 2009,35(4):
154-156

XEFR

Ji’i)’v%l

x HS AT 1l

§§ | R || 2304

Copyright by H&HL T4



