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Figure 2: Taxonomy of root causes in device integration bugs
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Table 1: Fregquent fix patterns for ¢ach root canse

Dimension Root cause Fix pattern deseription #lssues
Improve the device integration and adapt 24
. [A4.1] Incompatible device (45) to incompatible modules of the device.
[A] Device (47) B
Prompt a warning to indicate that the device is
unsupported contemporarily, waiting for 21
the corresponding integration.
|A.2] Device tailure (2) Use new device instead, 2
[B.1.1] Incarrect configuration (10) T"‘dd dafiult configuestions. 3
B] Discovery (27) ix corresponding configurations, [
! ¥ [B.1.2] Incorrect configuration handling (3) Correctly handle mrdTictan parameters. [)
|B.2] Generate incorrect device information (9) Generate unique [D []
T Fix corresponding state. []
[C.1] Incorrect device initialization state (12} Affer restart, Ioad the original data from .
the cache.
[C] Initialization (51} [C.2.1] Incorrect authentication establishment (12) Update correct :t_uth.entml_:ml information. 3
Correct authentication logie. 5
. Add watchdog or set timer to mamtain
[C.2.2] Forget to keep authentication (3) the authentication. 8
. Remove heavy tasks from the event loop. 13
[C.3] Incorrect task scheduling (19) .
o asynchronons (ymehnmouy s 6
. 1] Incorrect execution state update (10) Correct state processing logic, 5
[D] Execution (13) D.2] Inapproprate polling interval (3} Adjust polling interval. ]
[E.1] Incorrect release (5) Release the wrong part correctly. 5
[E] Release (3) |[E.2| Forget to release resources (4) Release relevant resources, 4
[F.1] Input validation (14) Check before use. 14
[F] Error handling (100) | [F.3] Incorrect error handling (31) Add retry & timeout setting. @
F.4] Insufhcient ervor handling (31) Adjust retry & bmeout setting, 9
G.1] APl-update-caused breakage (38) Fix APl usage. 38
G.2] Asynchronous errors (7) Waiting for svnchronization. 7
[G] Others (57) Fix corresponding errors, including illegal
[G.3]) General code error (25) argument, null reference, syntax error, 25
wndefined abject.
N Cheose appropriate thied-party library
[G.4]) Dependency conflict (3) ersl 3
ersions.
Taostal (330) 240
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