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Abstract

Toimprovethe DPA (differential power analysis) resistance of a cryptographic device, Mask is used to make the
power consumption independent of the intermediate values. High order DPA can attack cryptographic device with simple
Masks. A DPA resistant AES (advanced encryption standard) Mask algorithm with several random Masksis
proposed. The algorithm isimplemented on an 8 bit MCU. The result shows that the DPA resistant AES algorithm can
defend DPA and high order DPA analysis efficiently.
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