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Resear ch of new method for increasing rule matching speed of Snort
WANG Jie, WANG Tong-jun, SUN Ke-ke

College of Electrical Engineering, Zhengzhou University, Zhengzhou 450001, China

Abstract

In order to accommodate to the development of high-speed network, this article analyzes the rule-matching algorithm of
Snort, an open source-code NIDS, and puts forward a new improved agorithm on the basis of original rule matching
algorithm of Snort.This new algorithm can increase the rule matching speed efficiently through reducing the times of moving
pattern strings and increasing the times of the furthest moving distance m+1 appearing.Finaly, experiments are carried out
for evaluating the efficiency of this agorithm.The results show that the approach can greatly improve the rule matching
speed of Snort.
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