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Method of network security situation assessment under DDoS attacks
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Abstract

This paper analyzes the impacts that all congested links cause on application servers and network architecture,
introduces graph algorithms and presents a new method to assess the network security situation under DDoS attacks,
which computes the influence value that attacks cause on network security situation according to the distance between the
congested link and application server and whether the link isin the min-cut set, and thisvalue is used for quantitative
situation assessment. The applicability of this method is verified by simulated experiments with the network simulation
tool.
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