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一种新的基于DNS协议的IPSec隐蔽通信研究 

蔡昭权 王美珍 梅松 卢庆武 

惠州学院网络中心  

摘要： 

针对IPSec网络适应性差的问题，并结合隐蔽通信的技术，提出了一种新的结合IPSec隧道和DNS隧道的IPSec 
over DNS协议的VPN思路，并给出了协议实现的结构和流程。实验数据表明，两种技术的综合，为用户提供了一

种新的更加可靠的网络安全解决方案。 
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New research about covering communication based on protocol of IPSec over DNS

Abstract: 

By discussing covering communication technology and the poor compatibility of IPSec protocol network, 
the paper proposed a new VPN protocol of IPSec over DNS based on IPSec tunnel and DNS tunnel, and 
analyzed its structure and procedure. The performance test data show that it provides a safer network 
security solution with the integration of these two technologies.
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