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Analysis of shilling attacks on SVD-based collabor ative filtering algorithm
XU Xiang, WANG Xu-fa

Department of Computer Science and Technology, University of Science and Technology of China,
Hefei 230027, China

Abstract

Collaborative filtering isavital central technology in personalized recommendation, but it is so sensitive to user
profiles, that shilling attackers can easily inject biased profilesin an attempt to force a system to adapt in a manner
advantageous to them.Recent research shows that the model and the cost of shilling attacks have different impacts on attack
performance.This paper analyzes the attack effectiveness of different attack models on a SV D-based collaborative filtering
agorithm, and the performances of attack models with different fill sizes and attack sizes using three evaluation
parameters.

Key words collaborative filtering recommender systems shilling attacks Singular Value
Decomposition (SVD)

DOI: 10.3778/j.issn.1002-8331.2009.20.028

¥ T Be
ARIAE B
¥ Supporting info
» PDF(495KB)
¥ [HTML 4> 5] (0KB)
» 275 30k
k55 5 B i
b EASCHER R I
I SRS
P OGP g
» Fih%R|
¥ Email Alert
b 30
b RSB R
HRAE B
P AT G “PEIREYE”
HFR I
WA SCAE B AN R IR
- LM

MWIE# R 4 xuusic@gmail.com




