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摘要  针对全国大学生数学建模竞赛系统中试题集中发放、答卷集中收交及身份认证和答卷完整性等安全问题进
行了分析，提出了基于PKI的相应解决方案。综合运用加密、数字签名、数字证书及时间戳技术实现了试题及答卷
在发放和收交过程中的保密性、完整性、不可否认性及试卷评阅中可能出现的作弊等安全问题，用加密技术和时
间戳技术解决试题集中下载和试卷集中提交中的时效性问题。最后基于B/S模式下实现加密与数字签名的问题，开
发了试题加解密、数字签名和提供时间戳服务的智能客户端程序。 
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Research and realization of secure system of Internet exam in modeling 
based on PKI——research and realization of the system of China 
undergraduate mathematical contest
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  Abstract
  Aiming at the four problems of downloading the contest paper simultaneously，submitting the answer papers 
simultaneously，validating the identity of players and validating the integrality in the China undergraduate mathematical 
contest in modeling，a corresponding PKI-based security solution is put forward with the help of comprehensive 
application of data encryption，digital signature，digital certificate and time-stamp technique to solve a series of security 
problems such as privacy，integrality，undeniability and cheat-preventing.At the same time，the time efficiency in the 
process of downloading and submitting test paper are solved with the help of encryption and time-stamp.Finally，
concerning the problems of implementation of encryption and digital signature in B/S mode，it develops a smart client 
program for contest test with paper encryption，digital signature and time-stamp functions.
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