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Abstract

Attack simulation plays a key role in testing Intrusion Detection System(IDS). Prom the
viewpoint of attack testing, an attack simulation platform is put forward for testing IDS
based on virtual machine technology. First of all, the testing aims and contents of
attack simulation are proposed. Then, the design and implementation of the attack
simulation platform are presented in detail. Under the platform, that the authors build,
three key issues in realization of the platform :the choice of testing datum, the
classification of attack technology, and the attack testing zones and their
compartmentalization are discussed in detail. Finally, the test results are given.
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