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Efficient authentication protocol for 3G-WLAN interworking networks
LI Ya-hui,YANG Wei-dong,MA Jian-feng

(Ministry of Education Key Lab. of Computer Network and Information Security, Xidian Univ., Xi'an
710071, China)

Abstract

A new authentication protocol based on 3G-WLAN interworking networks is
proposed. It verifies the identity of the WLAN access network to prevent the
malicious AP from the re-direction attack, and improves the efficiency of the
reauthentication process by using localized authentication mechanisms for 3G
mobile subscribers and offline accounting methods based on the fast signature.
Simulation results show that the average message transmission delay of the
proposed protocol is shortened about 45% of EAP-AKA, and the proposed protocol

can provide smooth roam and handover for 3G mobile subscribers in WLAN. <BR>
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