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Application of HMM to detecting sophisticated network attacks
TAO Long-ming,SHI Zhi-cai,PENG Dan,MA Wu

Liaoning Key Lab of Intelligent Information Processing, Dadlian University, Ddian, Liaoning 116622,
China

Abstract
Sophisticated network attacks are well disguised, durative and multi-stage, it can not be detected effectively by current

intrusion detection technology.The native properties of sophisticated network attacks have been analyzed thoroughly in
this paper, and then a detection model of sophisticated network attacks based on HMM is built.According to properties
of sophisticated network attacks, lots of alarm sequences used by HMM are produced from different monitors distributed
in real network.Experiments show that this model is effective in detecting sophisticated network attacks.
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