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Continuous queries attacking algorithms of location based service

YANG Qiong,YU Lifeng

BRI 4E
(NGRS
P SI AT

F Email Alert

b SCE S A5

b 30 S A R

College of Digital Media and Information Engineering, Zhejiang Industry Polytechnic College, AR SO A DG S

Shaoxing Zhejiang 312000, China

Abstract: In order to mitigate the security risks in Location Based Service (LBS) with
continuous query attacking algorithm, a new algorithm — Continuous Queries Attacking
algorithm based on Cellular Ant (CQACA) was proposed by k-anonymity measurement. At
first, the objective function of query recognition rate was defined with entropy and
anonymity measurement, and the algorithmic process of objective function was presented

(VA RERSY: &

b S A A
P Al AR

(R RVIES

F U RIS

by cellular ant. Finally, a simulation with the moving object data generator was conducted to ASCAEH AR EE

study the key factors of CQACA, and the performance between CQACA and Cloaking was
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compared. Compared with the actual trajectory, the error of CQACA was 13.27%, and error A

of Cloaking was 17.35%. The result shows that CQACA has better effectiveness.
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