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A Multilevel Immune Strategy for User Behaviors in Network—-Attached Storage
Device
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Inspired from the biological immunity mechanism, a multilevel immune strategy, composed of user authentication,
access authority of file system and user stair, is presented to identify abnormal behaviors in network—attached storage
devices. Tracking the system calls required bye users’ operations, the anomalies are monitored. An anomaly detection
algorithm, which is based on system call pairs and user rank, is established and implemented. The eigenvalues are stored
in a novel matrix and an efficient matching method is utilized, which ensures the immune strategy to be carried out
rapidly. Experimental results show that this strategy can abort anomalies efficiently, including intrusions of
unauthorized users and inadmissible accesses of authorized users. Furthermore, the response speed is fast enough for on—
line monitoring.
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