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中文摘要:

      为了提高加密的效率，将在线/离线密码技术引入到ABE中，提出了基于属性的在线/离线加密(ABOOE)机制。ABOOE将加密过程非平凡地分解成离线和在线2个阶段，离线阶段在不

知明文和所需属性集合的前提下，对复杂计算进行预处理；在线阶段获知消息和属性集合后，仅需少量简单计算即可生成密文。首先构建出一个CPA安全的ABOOE方案。为了提高ABO
OE的安全性，提出基于属性的在线/离线密钥封装机制(ABOOKEM)和一个相应方案，并构造出一种将单向性ABOOKEM转化成CCA安全ABOOE的通用性方法。该方法在不增加计算量

的前提下有效提高了ABOOE的安全性。与知名ABE方案相比，所提出的ABOOE极大地提高了ABE中加密的效率，特别适用于计算能力高度受限的终端设备。

英文摘要:

      To improve the encryption efficiency, the online/offline cryptography was extended to ABE and the primitive of attribute-based online/offline encryption (ABOOE) was proposed. The ABOOE 
non-trivially splited the encryption process into two phases: the offline phase first executed most of heavy computations prior to knowing the message and the attributes’ set; and then the online 
phase only performed light computations to produce the ciphertext once the attributes’ set and the message get available. An ABOOE scheme was first constructed with the CPA security. To enhance 
its security, the primitive of attribute-based online/offline KEM (ABOOKEM) was also introduced and a concrete ABOOKEM scheme was given, and then a generic transformation was proposed to get 
security against chosen-ciphertext attack (CCA) for ABOOE from any ABOOKEM with one-wayness. This transformation greatly improved the security for ABOOE without increasing the amount of 
computation. Compared with the famous ABE schemes, the proposed schemes improved the encryption efficiency and get suitable for power-constrained devices.
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