R AR

B BIMER | HOEARE | RARERRE | X4 | RERARER | &8 | BTN W OBRERAT
— b e % SRS O3 T IR W MR TR 2 A s e sk o3 R

B & 0, JEHEN

B WL RN ROR B S B

B IUH ¢ 1 i KBS Eedn A 1) 20 A1 20 3 BRI 5T
ETI

IR I B4 22 Y A A FL 2 AT I S 22 BB I, DU SRS R AR, AR RS B e SN, B T PR T SRS R S A SR i x ik
M@%Hw JAAE T SR A T R FORFSGEvt s e B Y 5 G A I AR DG, BE I R 4 SR 7 0 Y )Ry A T A R A e ST AR R 1Y
WESRSNT AL AR Ty, K DAy B T P R F) 2 A TR SRS SR AR, AT S AR SR TR 99 22 A B 4 K

R PR Al RS W

A Security Domain Division Algorithm of the Internet of Things Based on Spectral Clustering
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Abstract:

In the Internet of Things(loT), the property of multi-source and heterogeneity bring more challenges to its security. In order to attain cross-layer security control and deploy
multi-layer combined security control strategy, an algorithm based on spectral clustering is proposed to divide nodesinto several security domains. In the algorithm, through
statistics about which sensor nodes are involved in history security events, correlations of sensor nodes to history events are calculated and then nodes are divided
accordingly using spectral clustering method. The dipartition can serve strong support for deployment of security control strategy within domain and between different
domains, thus improve overall security level of 10T.
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