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摘要摘要摘要摘要 在云存储服务中，为了让用户可以验证存储服务提供者正确地持有(保存)用户的数据，该文提出一种基于同态hash (homomorphic 

hashing)的数据持有性证明方法。因为同态hash算法的同态性，两数据块之和的hash值与它们hash值的乘积相等，初始化时存放所有数据块

及其hash值，验证时存储服务器返回若干数据块的和及其hash值的乘积，用户计算这些数据块之和的hash值，然后验证是否与其hash值的乘

积相等，从而达到持有性证明的目的。在数据生存周期内，用户可以无限次地验证数据是否被正确持有。该方法在提供数据持有性证明的同时，

还可以对数据进行完整性保护。用户只需要保存密钥K，约520 byte，验证过程中需要传递的信息少，约18 bit，并且持有性验证时只需要进行

一次同态hash运算。文中提供该方法的安全性分析，性能测试表明该方法是可行的。
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Abstract： In cloud storage, in order to allow users to verify that the storage service providers store the user's data 

intactly. A homomorphic hashing based Provable Data Possession (PDP) method is proposed. Because of the 

homomorphism of hash algorithm, the hash value of the sum of two blocks is equal to the product of the two hash 

values. It stores all data blocks and their hash values in setup stage. When the user challenges the storage server, the 

server returns the sum of the requested data blocks and their hash values. The user computes the hash value of the 

sum of these data blocks and verifies whether they are equal. In the data lifecycle, the user can perform unlimited 

number of verification. The method provides provable data possession at the same time it provides integrity protection. 

Users only need to save a key K, about 520 byte, the information transferred for verification only need about 18 bit, and 

verification only needs one time hash computation. The security and performance analysis show that the method is 

feasible. 
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