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中文摘要:

      提出一种利用芯片旁路泄漏信息的硬件木马无损检测方法，通过基于绝对信息散度指标的投影寻踪技术，将芯片运行过程中产生的高维旁路信

尽量小的前提下发现原始数据中的分布特征，从而实现芯片旁路信号特征提取与识别。针对示例性高级加密标准（AES-128）木马电路的检测实验
硬件木马测试芯片之间的旁路信号特征差异，实现硬件木马检测。

英文摘要:

      A novel hardware Trojans detection technique using the side channel signals of chips was proposed. Based on the projection pursuit with absolute information divergence index, this technique could 
find out the data structure enables reflect high dimension special rules without obvious information loss, so as to attain the goal of feature abstraction and identification on side channel signals of IC 
chips. The detection experiment against an exemplary AES-128 hardware Trojan circuit showed that the technique could distinguish the difference of side channel signal
chip and tested chip, and consequently could detect the existence of the hardware Trojan.
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