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Abstract

On-chip True Random Number Generator (TRNG) forms an integral part of
a number of cryptographic systems in multi-core processors,
communication networks and RFID. TRNG provides random keys, device id
and seed for Pseudo Random Number Generators (PRNG). These circuits,
harnessing physical random variations like thermal noise or stray
electromagnetic waves are ideally expected to generate random bits with
very high entropy and zero correlation. But, progression to advance
semiconductor manufacturing processes has brought about various
challenges in the design of TRNG. Increasing variations in the fabrication
process and the sensitivity of transistors to operating conditions like
temperature and supply voltage have significant effect on the efficiency of
TRNG designed in sub-micron technologies. Poorly designed random
number generators also provide an avenue for attackers to break the
security of a cryptographic system. Process variation and operating
conditions may be used as effective tools of attack against TRNG. This




work makes a comprehensive study of the effect of process variation on
metastability-based TRNG designed in deep sub-micron technology.
Furthermore, the effect of operating temperature and the supply voltage
on the performance of TRNG is also analyzed. To mitigate these issues we
study entropy extraction mechanisms based both on algorithmic approach
and circuit tuning and compare these techniques based on their tolerance
to process variation and the energy overhead for correction. We combine
the two v approaches to efficiently perform self-calibration, using a hybrid
of algorithmic correction and circuit tuning to compensate the effect of
variations. The proposed technique provides a fair trade-off between the
degree of entropy extraction and the overhead in terms of area and
energy, introducing minimal correlation in the output of the TRNG. Besides
the study of the effect of process variation and operating conditions on
the TRNG, we also propose to study the possible attack models on a
TRNG. Finally, we propose a probabilistic approach to design and analysis
of TRNG using a stochastic model of the circuit operation and incorporating
the random source in thermal noise. All analysis is done for 45nm
technology using the NCSU PDK transistor models. The simulation platform
is developed using HSPICE and a Perl based automation flow.
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