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A communication network congestion fault occurred during the commissioning of secondary network for b LA

110kV Zengjiachong smart substation and the measures to cope with it are described in detail, and the
on-site troubleshooting of the fault is presented and the predisposition led to the communication
network fault is analyzed. Inappropriate connection with devices of outer network and insufficient

consideration of security prevention for device configuration of inner network were main causes leading

to the network congestion. At the beginning, this fault was induced by the broadcast message sent by
unauthenticated device in outer network and inappropriate network response mechanism of smart
component in inner network aggravated the extent of network congestion, thus under the combined
action of the both, finally the network congestion of whole substation occurred. With regard to security
protection of secondary network for smart substation, following suggestions such as starting the use of
PRL and STP functions, improving the receiving and sending mechanism of smart component network,
standardizing the connection with the network being operated, are put forward.
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